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Executive Summary

This document summarizes the most comprehensive research on the Stuxnet malware so far: It
combines results from reverse engineering the attack code with intelligence on the design of the
attacked plant and background information on the attacked uranium enrichment process. It looks at
the attack vectors of the two different payloads contained in the malware and especially provides an
analysisof the bigger and much more complex payload that was designed to damage centrifuge rotors
by overpressure. With both attack vectors viewed in context, conclusions are drawn about the
reasoning behind a radical change of tatics between the complex earlier attack and the comparatively
simple later attack that tried to manipulat e centrifuge rotor speeds. It is reasoned that between 2008
and 2009 the creators of Stuxnet realized that they were on to something much bigger than t o delay
o] X .3J« J« «ANKXJI3 °3.7z37Jayg | _phySicaléagon technofodyThiZ XK T
may explain why in the course of the campaign against Natanz, OPSEC wakssenedto the extent that
one can speculate that the attackers reallywere no longer ultimately concerned about being detected
or not but rather pushing the envelope.

Another section of this paper is dedicated to the discussion of several popular misconceptions about

Stuxnet, most importantly how difficult it would be to use Stuxnet as a blueprint for cyber-physical

attacks against critical infrastructure of the United States and their allies. It is pointed out that

-ZZX«  /EX NEMX3 Z-3NX" J3-A«T °| X C-3KT C KK NX3°J
it is further explained why nation state resources are not required to launch cyber -physical attacks. It is

also explained why conventional infosec wisdom and deterrence does not sufficiently protect against
Stuxnet-inspired copycat attacks.

The last section of the paper provides a wealth of plant floor footage that allows for a better
understanding of the attack, and it also closes a gap in the research literature on the Iranian nuclear
program that so far focused on individual centrifuges rather than on higher-level assemblies such as
cascades and cascade units. In addition, intelligence is provided on the instrumentation and control

X E

°]Je ©J N®AN JBK °- «©° « A«TX3 °J«T «wz .3J«Z  J°°3.

There is only one reason why we publish this analysis: To help asset owners and governments protect
against sophisticated cyber-physical attacks as they will almost definitely occur in the wake of Stuxnet.
Public discussion of the subject and corporate strategies on how to dealwith it clearly indicate
widespread misunderstanding of the attack and its details, not to mention a misunderstanding of how
to secure industrial control systems in general. For example, post Stuxnet mitigation strategies like
emphasizingthe use of air gaps, antivirus, and security patches are all indications of a failure to
understand how the attack actually worked. By publishing this paper we hope to change this

unsatisfactory = ° AJ° -« J«T ~©°© aAKJox J M3-JT T ~NA" "~ -« -

miss the mark.
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Prologue: A Textbook Example of Cyber Warfare

Even three years after being discovered, Stuxnetcontinues to baffle military strategists, computer
security experts, political decision makers, and the general public. The malware marks a clear turning
point in the history of cyber security and in military history as well. Its impact for the future wil | most
likely be substantial, therefore we should do our best to understand it properly. The actual outcome at
Ground Zero is unclear, if only for the fact that no information is available on how many controllers
were actually infected with Stuxnet. Theore tically, any problems at Natanz that showed in 2009 IAEA
reports could have had a completely different cause other than Stuxnet. Nevertheless forensic analysis
can tell us what the attackers intendedto achieve, and how.

But that cannot be accomplished by just understanding computer code and zero-day vulnerabilities.
Being a cyberphysical attack, one has to understand the physical part as wellthe design features of
the plant that was attacked, and of the process parameters of this plant. Different from cyber attacks
as we see them every day, a cyberphysical attack involves three layers and their specific
vulnerabilities: The IT layer which is usedto spread the malware, the control system layer which is used
to manipulate (but not disrupt) process control, and finally the physical layer where the actual damage
is created. In the case of the cyber attack against Natanz, the vulnerability on the physical layer was
the fragility of the fast -spinning centrifuge rotors that was exploited by manipulations of p rocess
pressure and rotor speed. The Stuxnet malware makes for a textbook example how interaction of
these layers can be leveraged to create physical destruction by a cyber attackVisible through the
various cyber-physical exploits is the silhouette of a methodology for attack engineeringhat can be
taught in school and can ultimately be implemented in algorithms.

While offensive forces will already have started to understand and work with this methodology,

defensive forces did not Blulling themselves in the theory that Stuxnet was so specifically crafted to

hit just one singular target that is so different from common critical infrastructure installations. Such

thinking displays deficient capability for abstraction. While the attack was highly specific, attack tactics

and technologyare not; they are generic and can be used against other targets as well. Assuming that

these tactics would not be utilized by follow -A° J° ©° J N! X3~ )T «JT AEX 3T 377 Aa
DDosS attack, first botnet, or first self -modifying attack code would remain singular events, tied to their

respective original use case.At this time, roughly 30 nations employ offensive cyber programs,

including North Korea, Iran, Syria, and Tunisialt should be taken for granted that every serious cyber

warrior will copy techniques and tacticsA~ X T « | To9-3EZ" ZzZ 37 9° ©°o3AX NEMXS3
be a priority for defenders to understand those techniques and tactics equally well, if not better.

IT Layer

Networks, Operating systems, IT applications Propagation

A 4

Industrial controllers, suigontrollers (frequency
converters, pressure controllers etc.)

Physical Layer

Valves, electrical drives etc. Damage by exploiting physical vulnerabilities

Manipulation

Figure 1: The three layers of a sophisticated cyberphysical attack
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A. Exploring the Attack V ector

Unrecognized by most who have written on Stuxnet, the malware contains two strikingly different

attack routines. While literature on the subject has focused almost exclusively on thesmaller and

simplerJ ©©° JN! 3-A° «X °|J° N|J«zX  °| X ~°XXT" -Z NX«°3 Z
order of magnitude more complex and qualifies as a plain nightmare for those who understand

industrial control system security. Viewing both attacks in context is a prerequisite for understanding

the operation and the likely reasoning behind the scenes.

Both attacks aim at damaging centrifuge rotors, but use different tactics. The first (and more complex)
attack attempts to over -pressurize centrifuges, the second attack tries to over-speed centrifuge rotors
and to take them through their critical (resonance) speeds.

Centrifuge Damage
Centrifuge Critical Rotor
Overpressure Speed
cbs
Isolation &
Exhaust Valves Rotor Drives

Siemens 57-417 Siemens 57-315

CPs

Controllers Controllers

Intended Physical
Result

Physical
Vulnerabilities

Field Equipment
Cyber-Physical
Barrier

Industrial Control
Systems

Figure 2: Synopsis of the two different attacks impleme nted in Stuxnet. Both use a manipulation of industrial
control systems to achieve physical damage, exploiting different physical vulnerabilities of the equipment

(centrifuge rotors) that basically lead to the same physical result

Overpressure Attack : Silent Hijack of the Crown J ewels
In 2007, an unidentified person submitted a sample of code to the collaborative anti -virus platform
Virustotal that much later turned out as the first variant of Stuxnet th at we know of. Whilst not

understood by any anti-virus company at the time, that
code contained a payload for severely interfering with
the Cascade Protection System (CPS) athe Natanz Fuel
Enrichment Plant.

3 dlewZech approach to uranium enrichment

The backboneof. 3 J «Z~ A3 J« A2 Xhed
IR-1 centrifuge which goes back to a European design of
the late Sixties / early Seventies that was stolen by
Pakistani nuclear trafficker A. Q. Khan. It is an obsolete
design that Iran never managed to operatereliably.
Reliability problems may well have started as early as
1987, when Iran began experimenting with a set of
decommissioned P-1 centrifuges acquired from the Khan
network. Problems with getting the centrifuge rotors to
spin flawlessly will also likely have resulted in the poor
efficiency that can be observed when analyzing IAEA

To Kill a Centrifuge -5-

F|]J°eZ” J NX«°3 Z
Gas centrifuges used for uranium enrichment
are assembled into groups to maximize
efficiency. Centrifuges within one group,

also called an enrichment stage, share the
same feed, product, andtails piping. The
collective tails is then piped into the

collective feed of the next stage on one side,
as well as the collective product is piped into
the collective feed on the other side. At the
very far ends of the cascade, product and

tails take-offs collect the enriched and
depleted uranium. A central common feed of
C* g X«© X3 XT J° ©°]| X
2012, Iran used cascades with 164
centrifuges grouped into 15 stages, with

stage 10 as the feed stage.
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reports, suggestingthat the IR-1 performs only half as well

o 7’ o3 _ o0
Dbest casebas it could theoretically . A likely reason for FlJ z J XN

such poor performance isthat Iran reduced the operating Industrial control systems and their
pressure of the centrifuges in order to lower rotor wall associated instrumentation are basically
pressure. But less pressure means lesshroughput Band grouped into production systems and

protection systems. As the name implies,

thus lessefficiency . s o S 2o G
°3 - 9°XN -« T ET K2 T

As unreliable and inefficient as the IR-1 is, it offered a purpose during normal operation but are
significant benefit: Iran managed to produce the intended to detect process abnormalities
antiquated design atindustrial scale. It must have seemed and prevent them from destroying
striking to compensate reliability and efficiency by equipment or turning into hazards for

volume, accepting a constant breakup of centrifuges operators and the enviranment.

during operation because they could be marufactured

faster than they crashed. Supply was not a problem. But how does one use thousands of fragile
centrifuges in in a sensitive industrial process® | J ° T -leXate«ew®A mior equipment hiccups? In
order to achieve that, Iran uses aCascade Protection System which is quite unique as it is designed to
cope with ongoing centrifuge trouble by implementing a crude version of fault tolerance. The
protection systemisaN3 ©° NJK ~ E~ ° X2 Nucléaf programad withoutit, IrartwbutdZ
not be capable of sustained uranium enrichment.

The inherent problem in the @scadeProtection Systemand its workaround

The Cascade Protection System consists of two layers, the lower layer being at the centrifuge level.
Three fast-acting shut-off valves are installed for every centrifuge at the connectors of centrifuge
piping and enrichment stage piping. By closing the valves, centrifuges that run into trouble P indicated
by vibration B can be isolated from the stage piping. Isolated centrifuges are then run down andcan be
replaced by maintenance engineers while the processkeeps running.

The central monitoring screen of the Cascade Protection System, whichis discussed in detail in the last
section of this paper, shows the status of each centrifuge within a cascadebrunning or isolated b as
either a green or a grey dot. Grey dots are nothing special on the control system displays at Natanz and
even appear in the official press
photos shot during former president

| 23T «XaldJTZzZ" ™ £ =~ ©
2008. It must have appeared normal
to see grey dots, as Iran was used to
rotor trouble since day one. While no
Western plant manager would have
cleared such photographic material
for publicationw . 3 J« T T«Z°
bother to hide that fact from the
media. To the contrary, there might

UL T T TR R TR T U T T P LT have been a sense of prlde involved
by showing a technological

SALETREEeReein .
achievement that allowed for

tolerating centrifuge failure.

www.President ir_ g = - . >
Figure 3: Former president Ahmadinejad looking at SCADA screens in -~ When operating basically unreliable
the control room at Natanz in 2008. The screen facing the centrifuges, one will see shut-offs
photographer shows that two centrifuges are isolated, indicating a frequently , and maintenance may not

TXZXNew MA° ©°o| Jo T- X «Z° °3X/MEX«
continuing operation (highlighting in red not in the original) have achance to replace damaged

. )

But the isolation valves can tum into
as much of a problem as a solution.

LLLLLLLLLLLLERRS
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centrifuges before the next one in the same enrichment
stage gets isolated. Once that multiple centrifuges are
shut off within the same stage, UF6 gaspressure Bthe
most sensitive parameter in uranium enrichment using
centrifuges B will increase, which can andwill lead to all

kinds of problems.

Iran found a creative solution for this problem b basically
another workaround on top of the first workaround . For
every enrichment stage, an exhaust valve is installed that
allows for compensation of overpressure. By operning the
valve, overpressure is relieved into the dump system.A
dump system is present in any gas centrifuge cascade
used for uranium enrichment but never used in production
mode; it simply acts as a backup incase of cascade trips
when the centrifuges must be evacuatedand® | X
procedure to simply use the tails take-off is unavailable for
whatever reason. Iran discovered they can use (or abuse)
the dump system to compensate stage overpressure. For

Langner

The problem with process
pressure in gas centrifuges

Gas centrifuges for uranium enrichment
are extremely sensitive to increases of
process pressure above near vacuumA
slight increase in pressure may affect
enrichment efficiency because the
pressure profile of the cascade is
disturbed, lowering product flow. A
moderate increase in pressure will result in
more uranium hexafluoride getting into the
centrifuge, putting hi gher mechanical
stress on the rotor. Rotor wall pressure is a
function of velocity (rotor speed) and
operating pressure. Ultimately, pressure
may cause the UF6 to solidify. At room
temperature, which is the ambient

N- «T © 6J°J«EZ
takes place at about 100 millibar.

Z « -

- « «

every enrichment stage, pressure(controlling variable) is

monitored by a pressure sensor.If that pressure exceeds a certainsetpoint, the stage exhaustvalve
(controlled variable) is opened, and overpressureis released into the dump system until normal
operating pressure is re-established b basic downstream control as known from other application s of

vacuum technology.

The downstream control architecture with an exhaust valve per stage was most likely not acquired
from the Khan network as Pakistan may not have needed it apparently they never experienced a
similar amount of unreliability . The control system technology used at Natanz did not exist back in the
Eighties when Pakistan had its biggestsuccessin uranium enrichment. The specification for the
PROFIBUS fieldbus, a realtime micrenetwork for attaching field devices to controllers, wasfirst
published in 1993, and the controllers used for the CPS (SiemensS7-417) were introduced to the
market not earlier than 1999. However, there is no evidence of a close relation between Iran and the
Khan network after 1994. Lead time for the adoption of new technology such as PROFIBUS in the
automation space with its extremely long lifecycles is around ten yearsas asset owners are reluctant to
invest in new technology until it is regardedz ° 3 - AX « Z tandaf Arialtiny Eunlikely that
anybody would have used the new fieldbus technology for production use in critical facilities before

FlJez” J Z XKT

A fieldbus is a realtime micro-network
for connecting automation periph erals
(such as instruments, motors, or
valves) to a controller. The number of
stations that can be attached to a
fieldbus is quite limited and often
below 255. Most fieldbus variants
feature one master controller, with all
_0|x3 'OJD _«’ JNO
PROFIBUS is a major European
fieldbus standard promoted by
Siemens.B In new plant designs,
fieldbusses are progressively replaced
by Ethernet, making cyber attacks
against field equipment even easier.

To Kill a Centrifuge

the early years of the new millennium, just when the Khan
network was shut down . But in 1998 Pakistan had already
successfully tested their first nuclear weapon, obviously
without the help of the new fieldbus and control technology
from the German industry giant.

What we do know is that w hen Iran got serious about

equipping the Natanz site in the early years of the new

millennium, they ran into te chnical trouble. In October 2003,

the EU3 (Britain, Germany, and France) requested that Iran
TAT° X«T 9] X 38 X«3 N|a@X«° JN° £
confidence-building measure Iranian chief negotiator Hassan
Rowhani, now president of Iran, told the EU3 that Iran agreed
toasuspersionz Z-3 J° K-«z J° CX TXX?2
later, Rowhani clarified that the suspension had only been
accepted in areas where Iran did not experience technical
problems.. « T AAgWw 3J« T T«Z° TXXa

-7- www.langner.com
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Z«XNX" "J3EZ Z-3 ©°| X = @a°KX 3XJ -« °|J° °| XEidgntJ T - AX3 N
when the IAEA seals at the cascadeavere broken and production resumed. It can be speculatedthat

the fine-tuned pressure control that the stage exhaust valvesprovide was designed between 2003 and

2006.

Figure 4: The EU3 neeting in 2003 with Hassan Rowhaniand the foreign ministers of Germany, France, and
Britain

The SCADA software (supervisory control and data acquisition, basically an IT application for process

monitoring by operators) for the CPS alsoappears to be a genuine development for the Natanz Fuel

Enrichment Plant. A - ° A° °©o 2 A oX Z3J«! BEW °©7 J° ° XJ3sigrsN X T2
of the many man-years of Pakistani experience. « E © | «z 27°J«TJI3TZ °|J° C-AKT
maturity and an experienced software development team is missing.It appearslike work in progress of

software developers with little background in SCADA. With Iran understanding the importance of the

control system for the protection system, a reasonable strategy would have been to keep development

and product support in trusted domestic hands.

5X° 7 «z A° .3 )« Z” 0XN|«—)T(—ZE a Js3 /EXX

The cyber attack against the Cascade Protection
System infects Siemens S¥417 controllers with a
matching configuration. The S7-417 is a top-of-the-
line industrial controller for big automation tasks. In
Natanz, it is used to control the valves and pressure
sensors of up to six cascades(or 984 centrifuges)
that share common feed, product, and tails stations.

Immediately after infection t he payload of this early
Stuxnet variant takes over control completely.
Legitimate control logic is executed only as long as
malicious code permits it to do so; it gets completely
de-coupled from electrical input and output signals.
The attack code makes sure that when the attack is
not activated, legitimate code has access to the

Figure : OperatorsAin front of the SCADA displays signals; in fact it is replicating a function of the

of the Cascade Protection System, placed right N- «®3%-BKX3Z" -°X3J° «z ~E"°X2& ©°
below a picture of former president Ahmadinejad this automatically but was disabled during infection.

To Kill a Centrifuge -8- www.langner.com
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In what is known as amarntrin-the-middle scenario in cyber security, the input and output signals are

passed from the electrical peripherals to the legitimate program logic and vice versa by attack code
°l1J°e |J° °-7 ° - «XT °" XKZ zZ « °| X @ TTKXZY

Things change after activation of the attack sequence, which is F| Jo 7’ 2% & y
triggered by a combination of highly specific process conditions
that are constantly monitored by the malicious code. Then, the
much-publicized manipulation of process valuesinside the
controller occur. Process input signals (sensor valuesire
recorded for a period of 21 seconds. Those 21 seconds are then

SCADA in an acronym for
Supervisory Control And Data
Acquisition, a category of computer
programs used to display and
analyze process conditions. Poorly

replayed in a constant loop during the execution of the attack, understood by most non-technical
and will ultimately show on SCADA screens in the control room, | authors on the subject, SCADA is
suggesting normal operationto human operators and any only one component of an
software -implemented alarm routines. During the attack automated facility and does not
sequence, legitimate code continues to execute but receives directly interfere with act uator

devices such as valves, pumps, or
motors Bthis is achieved by
industrial controllers that operate in

fake input values, andany output (actuator) manipulations of
legitimate control logic no longer have any effect.

When the actual malicious process manipulationsbegin, dl real time and have no display and
isolation valves for the first two and the last two enrichment keyboard. SCADA is the front-end of
stages are closed thereby blocking the product and tails an industrial process to human

operators. In the case of Stuxnet, all
process manipulations occurred on
controllers, not on SCADA systems.

outflow of process gas of each affected cascade From the
remaining centrifuges, more centrifuges are isolated, exceptin
the feed stage. The consequence is that operating pressure in
the non-isolated centrifuges increasesas UF6 continues to flow
into the centrifuge via the feed, but cannot escape via the product and tails take-offs, causing pressure
to rise continuously.

At the same time, stage exhaust valves stay closed so that overpressure cannot be released to the

dump line. But that is easiersaid than done because of the closedloop implementation of the valve

control. The valvesZinput signals are not attached directly to the main Siemens S7417 controller s but

by dedicated pressure controllers that are present once per enrichment stage. Thepressure controllers

have a configurable setpoint (threshold) that prompts for action when exceeded, namely to signal the

stage exhaust valve to open until the measured process pressure falls below that threshold again.The

pressure controllers must have adata link to the Siemens S%417 which enables the latter to

manipulate the valves.F  ° | ~ -2 X A«NX3°J «°E KXZzZ° CX J ~Aax o] Jeo o
valve close commands but ade-calibration of the pressure sensors.

Feed

Blocked
during attack

Blocked
during attack

-zek!llLLlLLl|1

1 14

Product M normal cascade shape M centrifuges open during attack Tails
Take-off Take-off

Figure 6: Modified cascade shape during the attack.Isolating  Figure 7: Control loops(highlighted in orange) in a

all centrifuges in stage 1 and 15 effectively blocks the outflow SCADA display from Natanz indicate that the

of process gas, resulting in an increase in pressure for the non stage exhaust valves are controlled ina closed

isolated centrifuges loop by dedicated pressure controllers

Pressure sensors are not perfect at translating pressure into an analog output sigal, but their errors

NJ« MX N-33XN°XT ME NJK M3J° - «Y A| X °3X i§fd3 X N-«°3 - K
given analog signals and then automaticallylinearize® | X 2 XJ~ A3 X2 X«©° ©°©. C|J° C-AHKT

To Kill a Centrifuge -9- www.langner.com
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pressure. If the linearization is overwritten by malicious code onthe S7-417 controller , analog pressure
readings will be z N - 3 et 2 Nifg the attack by the pressure controller, which then interprets all
analog pressure readingsas perfectly normal pressure no matter how high or low their analog values
are. The pressure controller then acts accordingly by never opening the stage exhaust valves. In the
meantime, actual pressure keeps rising. The sensors for feed header, product take-off and tails take-off
needed to be compromised as well because with the flow of process gas blocked, they would have
shown critical high (feed) and low (product and tails) pressure readings, automatically closing the
master feed valves and triggering an alarm. Fortunately for the attackers, the same tactic could be used
for the exhaust valves and the additional pressure transducers, numbered from 16 to 21 in the facility
and in the attack code, as they use the same products and logic.The detailed pin-point manipulations
of these sub-controllers indicate a deep physical and functional knowledge of the target environment ;
whoever provided the required intelligence may as well know the favorite pizza toppings of the local
head of engineering.

EP4118 EP4119 | EP4120
M b # .y

4188 EP319S EPavE BP-HIH1 BPatR2

—_— i = 3 ——

M M M M M

Figure 8: Very different valves: While th e stage exhaust valves (labetd EP4108 to 4112 in this partial screenshot
from the CPS SCADA display) stay closed during normal operatiorand during the attack at least one of the feed
valves (labeled ERP4118 to EP-4120) must stay open. Pressure controllers at the product and tails take-offs must
also be compromised to not signal a low pressure condition.

The attack continues until the attackers decide that enough is enough, based onmonitoring centrifuge
status, most likely vibration sensors, which suggests a mission abort before the matter hits the fan. If
the idea was catastrophic destruction, one would simply have to sit and wait. But causing a
solidification of process gaswould have resulted in simultaneous destruction of hundreds of
centrifuges per infected controller. While at first glance this may sound like a goal worthwhile
achieving, it would also have blown cover since its causewould have been detected fairly easily by
Iranian engineers in postmortem analysis. The implementation of the attack with its extremely close
monitoring of pressures and centrifuge status suggests that the attackers instead took great care to
avoid catastrophic damage. The intent of the overpressure attack was more likely to increase rotor
stress, thereby causingrotors to break early B but not necessarily during the attack run.

Nevertheless, the attackers facedthe risk that t he attack might not work at all because it is so over-
engineered that even the slightest oversight B or any configuration change Bwould have resulted in
zero impact or, worst case, in a program crash that would have been detected by Iranian engineers
quickly. It is obvious and documented later in this paper that over time Iran did change several
important configuration details such as the number of centrifuges and enrichment stages per cascade,
all of which would have rendered the overpressure attack useless a fact that the attackers must have
anticipated.

Rotor Speed Attack : Pushing the Envelope

Whatever the effect of the ove rpressure attack was, the attackers decided totry something different
in 2009. That may have been motivated by the fact that the overpressure attack was lethal just by
accident,that © T T« Z° JN| btharE¥mebodyEsinply decidéd to- check out something
new and fresh.

To Kill a Centrifuge -10 - www.langner.com
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The new variant that was not discovered until 2010 was much simplerand much less stealthythan its
predecessor. It also attacked a completely different component: the Centrifuge Drive System (CDS)
that controls rotor speeds. The attack routines for the overpressure attack were still contained in the
payload, but no longer executed b a fact that must be viewed as deficient OPSEC It provided us by far

the best forensic X £ T X« NX Z-3

T X « ° arfl Withauzthe?newd &agyXotspot vatadt s z X ° W

the earlier predecessor may never have been discovered. That also means that the most aggressive
cyber-physical attack tactics would still be unknown to the public B unavailable for use in copycat

attacks, and unusableas a deterrent display of cyber power.

Bringing inthe infosec cavalry

20 AE« X° Z~  Xadlolé&phySEiXatlyinstalled on a victim
machine, most likely a portable engineering system, or it muld
have been passed on a USB stick carrying an infected
configuration file for Siemens controllers. Once that the

N-«Z zA3J° -« Z KX CJlehgineefing « XT
software, the respective computer was infected. But no
engineering software to open the malicious file, equals no
propagation.

That must have seemed to be insufficient or impractical for the
new version, as itintroduced a method of self-replication that
allowed it to spread within trusted networks and via USB sticks
even on computers that did not host the engineering software
application. The extended dropper suggests that the attackers
had lost the capability to transport the malware to its
destination by directly infecting the systems of authorized
personnel, or that the Centrifuge Drive System was installed
and configured by other parties to which direct access was not
possible. The self-replication would ultimately even make it
possible to infiltrate and identify potential clandestine nuclear
°oX" ol J°o °] X J°O°JN! X3 T T«

All of a sudden, Stuxnet became equipped with the latest and
greatest MS Windows exploits and stolen digital certificates as
the icing on the cake, allowing the malicious software to pose as
legitimate driver software and thus not be rejected by newer
versions of the Windows operating system. Obviously,
organizations had joined the club that have astash of zero-days
to choose from and could pop up stolen certificates just like
that. Whereas the development of the overpressure attack can
be viewed as a process that could be limited toan in-group of
top notch industrial control system security experts and coders

F | J °aZEngineering
System?

.«TA 23 JK N- «©°3 -
with video screens, keyboards, and
mice. Their programming is done
offline on a computer system that is
3XZX33XT °- J° J«
“E°°X27Z J° Nengireérs-
T-«Z° N-«  TX3 ©°]
programmers so much but focus on
the physical process functionality
when configuring controllers B
whatever goes wrong in
programming will not result in a
program crash as worst case, but in
destruction of equipment.

Contemporary Engineering Systems
are plain vanilla Windows PCs
running a specific software
application from the control system
vendor. Laptops are particularly
popular if only for the reason that
still today many controllers are not
connected to a LAN and canonly be
configured locally by RS-232
connection.

For sophisticated cyber-physical
attacks, Engineering Systems are a
prime target as they allow attack
forwarding to industrial controllers.

who live in an exotic ecosystem quite remote from IT security, the circle seems to have gotten much
wider, with a new center of gravity in Maryland . It may have involved a situation where the original
crew is taken out of command by a casualaveZ & it from hereZby people with higher pay grades.

Stuxnet had arrived in big infosec.

But the use of the multiple zero-days came with a price. The new Stuxnet variant was much easier to
identify as malicious software than its predecessor as it suddenly displayed very strange and very
sophisticated behavior at the IT layer. In comparison, the dropper of the initial version looked pretty
much like a legitimate or, worst case, pirated Step7 software project for Siemens controllers; the only
strange thing was that a copyright notice and license terms were misgng. Back in 2007, one would
have to use extreme forensic efforts to realize what Stuxnet was all about  and one would have to
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equipped with a wealth of exp loits that hackers can only dream about, signaled even the least vigilant
anti-virus researcher that this was something big, warranting a closer look.That happened in 2010
when a formerly not widely known Belarusian anti -virus company called VirusBlokAda practically

stumbled over the malware and put it on the desk of the AV industry.

A new shot at cracking rotors

Centrifuge rotors Bthe major fragility in a gas centrifuge B have more than one way to run into trouble.
In the later Stuxnet variant, the attackers explored a different path to tear them apart: Rotor velocity.
Any attempt to overpressure centrifuges is dormant in the new version, and if on some cascades the
earlier attack sequence would still execute when the rotor speed attack sequence starts, no
coordination is implemented. The new attack is completely independent from the older one, and it
manipulates a completely different control system component: The Centrifuge Drive System.

i ‘A T N
Figure 9: President Ahmadinejad holding a
carbon fiber centrifuge rotor during his 2008
press tour at Natanz. This rotor is for the next -
generation IR-2 centrifuge. Rotors used in the

IR-1 that was attacked by Stuxnet are taller and
built from metal.

That system is not controlled by the same S7-417
controllers, but by the much smaller S7-315. One S7-
315 controller is dedicated to the 164 drives of one
cascade(one drive per centrifuge). The cascade design
using 164 centrifuges assembled in four lines and 43
columns had been provided by A. Q. Khan and
resembles the Pakistani cascade layoutEvery single
centrifuge comes with its own motor at the bottom of
the centrifuge, a highly stable drive that can run at

speeds up to 100,000 rpm with constant torque during
acceleration and deceleration. Such \ariable-frequency
drives cannot be accessed directly by a controller but
require the use of frequency converters; basically
programmable power supplies that allow for the setting

of specific speeds by providing the motor an AC current
with a frequency as requested by the controller using digital commands Frequency converters are

attached to a total of six PROFIBUSsegmentsfor technical

limitation s of the fieldbus equipment (one PROFIBUS segment

N- AKT«Z° ~ X3 /EX JKKaloPwKiehBndatNE N -
communication processors (CPs) that are attached to the S7315

$; CZ~ MJ Sbwhilg thecattatk code running on the S7-315
controller also talks to groups of six target sets (rotor control
groups), there is nolinkage whatsoever to the six target sets
(cascades) of the overpressure attack that executes on the S7417.

The attack code suggests thatthe S7-315 controllers are connected
to a Siemens WinCC SCADA system for monitoring drive

parameters. Most likely, an individual WinCC instance servicesa

total of six cascadesHowever, on the video and photographic
footage of the control rooms at Natanz no WinCC screen could be
identified . This doesriZ ©  « X NX~ ~ J 3thelpioduét X dok  © |
used; installations might be placed elsewhere, for exampleon
operator panels inside the cascade hall.

Keepit simple, stupid

Just like in the predecessor, the new attack operates periodically,
about once per month, but the trigger condition is much simpler.

To Kill a Centrifuge -12 -

Troublesome centrifuge
rotors

ZYou have to be extremely
competent and expert to
assemble, balance and run
these machines[gas
centrifuges] to full speed
(63,000 rpm). | allowed it [the
sale of centrifuges] as it was
earlier sanctioned by Gen.
Imtiaz and the Government and
it would keep the Iranians
happy and our friendship with
them intact. That the Iranians
failed to achieve any progress in
15 years, shows the
complexities and extreme
technical expertise required to
master this technology.Z
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While in the overpressure attack various process parameters are monitored to check for conditions
that might occur only once in a blue moon, the new attack is much more straightforward.

The new attack works by changing rotor speeds. With rotor wall pressure being a function of process
pressure and rotor speed,the easyroad to trouble is to over -speed the rotors, thereby increasing rotor
wall pressure. Which is what Stuxnet did. Normal operating speed of the IR-1 centrifuge is 63,000 rpm,
asdisclosed by A. Q. Khan himself in his2004 confession Stuxnet increases that speed by a good one
third to 84,600 rpm for fifteen minutes , including the acceleration phase which will likely take several
minutes. It is not clear if that is hard enough on the rotors to crash them in the first run, but it seems
unlikely B even if just because a month later, a different attack tactic is executed, indicating that the
first sequence may have left a lot of centrifuges alive, or at least more alive than dead. The next
consecutive run brings all centrifuges in the cascade bastally to a stop (120 rpm), only to speed them
up again, taking a total of fifty minutes Y TATT X« “°-° K VX z| °° «z ©°]X
in catastrophic damage, but it is unlikely that the frequency converters would permit such radical
maneuver. It is more likely that when told to slow down, the frequency converter smoothly decelerates
just like in an isolation / run -down event, only to resume normal speed thereafter. The effect of this
procedure is not deterministic but offers a good chance of creating damage. The IR1 is a supercritical
design, meaning that operating speed is above certain critical speeds which cause the rotor to vibrate
(if only briefly). Every time a rotor passesthrough these critical speeds, also called harmonics, it ca
break.

If rotors do crack during one of the attack sequences, the Cascade Protection System would kick in,

isolate and run down the respective centrifuge. If multiple rotors crashed (very likely), the resulting

overpressure in the stage would be compensaed by the exhaust valves. Once that this would no

longer be possible, for example because all centrifuges in a single stage have been isolated, a

contingency dump would occur, leaving Iranian operators left with the question why all of a sudden so

many centrifuges break atonce.6 - © ° | J° ©°| XE T T«Z° | JAX X«-Az| «XC
MA° A«XE°HKJ «XT °3-MKX2a’~ K | X OmostfrustrhtingkexpkrielicesN - « © 3 - K
usually referred to as chasing ademonin the machine.

Certainly another piece of evidence that catastrophic destruction was not intended is the fact that no
attempts had been made to disable the Cascade Protection System during the rotor speed attack,
which would have been much easier than the delicate and elaborateoverpressure attack. Essentially it
would only have required a very small piece of attack code from the overpressure attack that was
implemented already.

OPSEC becomdsss of aconcern

The most common technical misconception about Stuxnet that appears in almost every publication on
the malware is that the rotor speed attack would record and play back process values bymeans of the
recording and playback of signal inputsthat we uncovered back in 2010 and that is also highlighted in
my TED talk. Slipping the attention of most people writing about Stuxnet, this particular and certainly
most intriguing attack component is only used in the overpressure attack. The S7-315 attack against

M3

the Centrifuge Drive System simply T - X "de®hi8w J « T J~ a° KgXa X« XT « °] X $;

even work on the smaller controller for technical reasons. The rotor speed attack is much simpler.
During the attack, legitimate control code is simply suspended. The attack sequence is executed,
thereafter a conditional BLOCK END directive is called which tells the runtime environment to jump
back to the top of the main executive that is constantly looped on the single-tasking controller, thereby
re-iterating the attack and suspending all subsequent code.

To Kill a Centrifuge -13- www.langner.com
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Figure 10: The attack entry point at the beginning of an infected
S7-315controllerZ” 23 J « XEXNA° /EXW
software. During attack execution, the BEB directive will disable
any subsequent legitimate control logic. In comparison, the attack
against the S7-417 is an order of magnitude more complex

Langner
The attackers did not care to have the
legitimate code continue execution
with fake input data most likely
because °© CJ ~ « ZCentrfgX T X T
rotor speed is constant during normal
operation; if shown on a display, one
would expectto see static values all
the time. It is also a less dramatic
variable to watch than operating
pressure because rotor speed is not a
controlled variable; there is no need to
fine-tune speeds manually, and there is
no risk that for whatever reason (short
of a cyber attack) speeds would
change just like stage process
pressure. Rotor speed is simply set and
then held constant by the frequency
converter.

If a SCADA application did monitor
rotor speeds by communicating with

the infected S7-315 controllers, it would simply have seen the exact speed values from the time before
the attack sequence executes. The SCMA software gets its information from memory in the

controller, not by directly talking to the frequency converter. Such memory must be updated actively
by the control logic, reading values from the converter. However if legitimate control logic is
suspended, such updates no longer take place, resulting in static values that perfectly match normal

operation.

Nevertheless, the implementation of the attack is quite rude; blocking control code from execution for
up to an hour is something that experienced control system engineers would sooner or later detect, for

example by using® | X X«z «XX3 «z

© - Z° GarbydnBertingTcod@ fordebugyingN  Z X J © A3 X

purposes. Certainly they would have needed a cluethat something was at odds with rotor speed. It is
unclear if post mortem analysis provided enough hints, the fact that both overspeed and transition
through critical speeds were used certainly causeddisguise. However, at some point in time the attack
should have been recognizable by plant floor staff just by the old ear drum. Bringing 164 centrifuges or
multip les thereof from 63,000 rpm to 12 0 rpm and getting them up to speed again would have been
noticeable D if experienced staff had been cautious enough to remove protective headsets in the

cascade hdl.

Another indication that OPSEC became flawed can be seen in the SCADA area. As mentioned above, it
is unclear if the WinCC product is actually used to monitor the Centrifuge Drive System at Natanz. If it
is, it would have beenused by Stuxnet to synchronize the attack sequence between up to six cascades
so that their drives would simultaneously be affected, making audible detection even easier. And if at
some point in time somebody at Natanz had started to thoroughly analyze the SCADA/PLC interaction,
they would have realized within hours that something was fishy, like we did back in 2010 in our lab. A
Stuxnet-infected WinCC system probes controllers every five seconds for data outside the legitimate
control blocks; data that was injected by Stuxnet. In a proper forensic lab setup this produces traffic
that simply cannot be missed.Did Iran realize that? Maybe not, as a thenstaff member of Iran CERT
told me that at least the computer emergency response team did not conduct any testing on their own

back in 2010 but was curiously following our revelations.
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w WDevice WPF_{B2EF726F -BE4B-4198-B43D-B56EEB535978) : Capturing - Wireshark

Ele Edt View Go Capture Analyze Statistics Jools Hep -
BWNON BAXED LereTE BE QAAA0 UDA L B

Eila:|s7cmwn.param.Func == Ox1d && s7comm.head.pdu_t' v Espression.. Clear Apply

No - Tie Souce Destination Protocol Info
3905 5.003643 192.168.10.104 192.168.10.92 S7comMm 102 > 102 PoU-Type:[Request ] Function:[Start upload] Type:[DB] No.:[00890
3927 4.988133 192.168.10.104 192.168.10.92 S7CoMM 102 > 102 POU-Type: [Request ] Function:[Start upload] Type:[DB] No.:[00850
3948 5.034056 192.168.10.104 192.168.10.92 S7coMM 102 > 102 PDU-Type: [Reguest Function: [Start upload] Type:[DB] No.:[00890
3970 5.012481 152.168.10.104 192.168.10.92 s7comM 102 > 102 Pou-Type: [Request ] Function:[Start upload] Type:[pB] No.:[00890
3988 4,985299 192,168.10.104 192.168.10.92 S7COMM 102 > 102 PDU-Type:[Request ] Function:[Start upload] Type:[DB] No.:[00890
4010 5.046700 192.168.10.104 192.168.10.92 S7COMM 102 > 102 POU-Type: [Request ] Function:[Start upload] Type:[DB] No.:[00890
4028 4.980491 192.168.10.104 192.168.10.92 sS7CoMM 102 > 102 POU-Type:[Request Function: [Start upload] Type:[pB] No. :[00890
4050 5.045565 192.168.10.104 192.168.10.92 s7comM 102 > 102 PDU-Type:[Request Function:[Start upload] Type:[pB] No.:[0089Q
4068 4.973424 102.168.10.104 192.168.10.92 S7COMM 102 > 102 POU-Type:[Request | Function:[Start upioad)] Type:[DB] No.:[00890
4090 5.050617 192.168.10.104 192.168.10.92 sS7coMM 102 > 102 PoU-Type:[Request Function: [Start upload] Type:[pB] No.:[00890
4108 4.991515 192.168.10,104 192.168.10.92 S7COoMM 102 > 102 PDU-Type: [Request ] Function:[Start upload] Type:[DB] No.:[00890
4131 5.015593 162.168.10.104 192.168.10.92 s7CoMM 102 > 102 PDU-Type:[Request Function: [Start upload] Type:[DB] No.:[00890
4150 4.987405 192.168.10.104 192.168.10.92 s7coMmM 102 > 102 PDU-Type:[Request Function:[start upload] Type:[oB] No.:[00820
4172 5.041824 192.168.10.104 192.168.10.92 S7coMM 102 > 102 POU-Type:[Request Function: [Start upload] Type:[DB] No.:[00890
4193 5.020365 192.168.10.104 192.168.10.92 S7cOoMM 102 > 102 PDU-Type: [Reguest Function: [Start upload] Type:[DB] No.:[00890
4216 5.042840 192.168.10.104 192.168.10.92 S7COMM 102 > 102 POU-Type: [Request Function: [Start upload] Type:[DB] No.:[00890
4234 4,989270 192.168.10.104 192.168.10.92 s7comM 102 > 102 POU-Type:[Request Function: [Start upload] Type:[pB] No.:[008%0
4256 5.024087 192.168.10.104 192.168.10.92 sS7CoMM 102 > 102 PDU-Type: [Request Function: [Start upload] Type:[DB] No.:[00890
4274 4.996928 162.168.10.104 192.168,10.92 S7CoMM 102 > 102 POU-Type:[Request Function: [Start upload] Type:[pB] No.:[00890
4296 4,995043 192.168.10.104 192.168.10.92 s7comM 102 > 102 PDU-Type: [Request Function: [Start upload) Type:[DB] No.:[00890
4314 5.018235 192.168.10.104 192.168.10.92 S7COMM 102 > 102 PDU-Type: [Reguest Function:[Start upload] Type:[DB] No.:[00890
4336 5.042823 102.168.10.104 192.168.10.92 sS7CoMM 102 > 102 POU-Type:[Request Function: [Start upload] Type:[p8] No.:[008%0
4354 4,985096 192.168.10.104 192.168.10.92 S7comMm 102 > 102 PoU-Type:[Request ] Function:[Start upload] Type:[DB] No.:[00890
4376 5.051723 192.168.10.104 192.168.10.92 S7COMM 102 > 102 PDU-Type: [Request ] Function:[Start upload] Type:[DB] No.:[00890
4385 4.987204 192.168.10.104 192.168.10.92 s7CoMM 102 > 102 PDU-Type:[Request Function: [Start upload] Type:[DB] No.:[008%0
4417 5.033786 192.168.10.104 192.168.10.92 s7coMM 102 > 102 PDU-Type:[Request Function: [Start upload] Type:[pB] No.:[00890

Function: Start upload (0xid)
unknown 7 bytes: 0x00000000000000
Length part 1: 9 bytes

Prefix: _

Block type: DB

6lock number: 00820

pirection?: A

0000 00 Oe 8¢ 86 f1 da 00 Oc 29 c3 03 07 08 00 45 00
0010 00 4b 60 99 40 00 80 06 03 ff <0 a8 Qa 68 <0 a8
0020 0a 5¢ 04 06 00 66 4a 4b d3 7f 00 79 04 4e 50 18
0030 fb f5 Of a0 00 00 03 00 00 23 02 f0 80 32 01 00
0040 00 cc 02 00 12 00 00 1d 00 00 00 00 00 00 Q0 09
0050 ST 30 41 30 30 38 39 30 41 _0AQ0890 A |a

VFlanc (89 bytes | Reassembled COTP (28 bytes.
° \Device\NPF_{B2EF726F-BE46-4196-B43D-856E Packets: 4436 Displayed: 205 Marked: 0 Profile; Default

Figure 11: Data traffic between a Stuxnet-infected WinCC SCADA system and a controller, occuring periodically
every five seconds, as captured in a propety equipped forensic lab. This traffic simply could not be missed or
a 7«9 X®°3XOXT ME .$? ~ XNA3 ©°E XE°X3%°o Y o oL o’ o

Summing up, the differences between the two Stuxnet variants discussed hereare striking. In the
newer version, the attackers became less concerned aboutbeing detected. It seems astretch to say
that they wanted to be discovered, but they were certainly pushing the envelope and accepting the
risk.

Analysis: The Dynamics of a Cyber W arfare Campaign

Everything has its roots, andthe roots of Stuxnet are not in the IT domain but in nuclear counter-
proliferation. Sabotaging the Iranian nuclear program had been done before by supplying Iran with
manipulated mechanical and dectrical equipment. Stuxnet transformed that approach from analog to
digital. Not drawing from th e same brainpool that threw sand in . 3 Jnudear gearin the past would
have beena stupid waste of resources as even the digital attacks required in-depth knowledge of the
plant design and operation; knowledge that could not be obtained by simply analyzing network traffic
and computer configurations at Natanz. It is not even difficult to identify potential suspects for such an
operation; nuclear counter-proliferation is the responsibility of the US Department of Energy and since

1994 also of the Central Intelligence Agencyw X EX« ©° | - Az | M-©°] -3zJ« EJPO

their official duties.

A low-yield weapon by purpose

Much has been written about the failure of Stuxnet to destroy a substantial number of centrifuges, or

«

°. 7z« Z NJ«°KE 3 XTANX . 3 dndishltabldif C ©° 3T -TXAN@CZ o «l¥° °FX J 3K X°

o X J°©° JN! XI#catZstrophicidamnade was«atsed by Stuxnetthat would have been by
accident rather than by purpose. The attackers were in a position where they could have broken the
/N °neck, bt they chose continuous periodical choking instead. Stuxnet is a low-yield weapon
with the overall intentionto reduce® | X K Z X° cehtifugesznd.mak thélr fancy control
systems appear beyond their understanding

To Kill a Centrifuge -15- www.langner.com




Langner
Reasons for such fctics are not difficult to identify . When Stuxnet was first deployed, Iran did already
master the production of IR-1 centrifuges at industrial scale. It can be projected that simultaneous
catastrophic destruction of all operating centrifuges would not have set back the Iranian nuclear
program for longer than the two years setback that | have estimated for Stuxnet. During the summer
of 2010 when the Stuxnet attack was in full swing, Iran operated about four thousand centrifuges, but
kept another five thousand in stock, ready to be commissioned. Apparently, Iran is not in a rush to
build up a sufficient stockpile of LEU that can then be turned into weapon -grade HEU but favoring a
long-term strategy. A one-time destruction of their operational equipment would not have jeopardized
that strategy, just like the catastrophic destruction of 4,000 cent rifuges by an earthquake back in 1981
did not stop Pakistan on its way to get the bomb.

Centrifuge Inventory at Natanz
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Figure 12: Centrifuge inventory at Natanz between 2008 and 2010. Iran constantly kept a stockpile of at least
50% spare centrifuges, invalidaing the idea that a simultaneous catastrophic destruction of all operating
centrifuges would have meant the end of the world for its nuclear ambitions

While resulting in approximately the same amount of setback for Iran as a brute-force tactic, the low -

yield approach offered added value. It drove Iranian engineers crazy in the process, up to the point

where they may ultimately end in total frustration about their capabilities to get a golen plant design

from the Seventies running, and to get value from their overkill digital protection system. When

comparing the Pakistani and the Iranian uranium enrichment programs, one cannot fail to notice a

major performance difference. Pakistan bascally managed to go from zero to successful LEU

production within just two years in times of a shaky economy, without the latest in digital control

technology. The same effort took Iran over ten years, despite the jump-start by the Khan network and

abundar® @ - « XE ZzZ3 -2 “JKX~ -Z N3IATX - KBY .Z .3J«Z X«z «X
certainly did during Operation Olympic Games 3?2 ° AE« X° Z~ JKKXz XT .- °X3J° - «JK N

Theworld is bigger than Natanz

The fact that the two major versions of Stuxnet analyzed in this paper differ so dramatically suggests
that during the operation, something big was going on behind the scenes. Operation Olympic Games
obviously involved much more than developing and deploying a piece of malware, however
sophisticated that malware may be. It was a campaign rather than an attack, and it appears like the
priorities of that campaign had shifted significantly during its execution.

When we analyzed both attacks in 2010, we first assumed that they were executed simultaneously,
maybe with the idea to disable the Cascade Protection System during the rotor speed attack. That
turned out wrong; no coordination between the two attacks can be found in code. Then, we assumed
that the attack against the Centrifuge Drive System was the simple and basic predecessor after which
the big one was launched, the attack against the Cascade Protection SystemThe Cascade Protection
System attack is a display of absolute cyber power.It appeared logical to assume a development from
simple to complex. Several years later, it turned out that the opposite is the case Why wou Id the
attackers go back to basics?

The dramatic differences between both versions point to changing priorities that will most likely have
been accompanied by achange in stakeholders Technical analysis shows that the risk of discovery no
B-«zX3 CJ° ©°| X JOO°oJN! X3~ Z °3 2aJ3E N-«NX3« C| X« ~0°07J30
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Olympic Games — even after an
element of the program accidentally
became public in the summer of 2010
because of a programming error that
- allowed it to escape Iran’s Natanz

Somebody among the attackers mayalso have
recognized that blowing cover would come with
benefits. Uncovering Stuxnet was the end to the

plant and sent it around the world on
o1 the Internet. Computer security

Stuxnet.
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experts who began studying the worm, which had been
developed by the United States and Israel, gave it a name:

operation, but not necessarily the end of its utility. It Figure13y $-2 «z - A° MddusA ©
would show the world what cyber weapons can do in Operandi and intention: Reporting by David

the hands of a superpower. Unlike military hardware, Sanger in the New York Times on June

1, 2012

one cannot display USB sticks at a military parade. The attackers may also have become concerned
about another nation, worst case an adversary, would be firstin demonstrating proficiency in th e
digital domain B a scenario nothing short of another Sputnik moment in American history. All good

reasons for not having to fear detection too much.

If that twist of affairs was intentional is unknown. As with so many hu man endeavors, it may simply
have been an unintended side effect that turned out critical . It changed global military strategy in the

21% century.

Aftermath

Whatever the hard-fact results of Stuxnet were at Ground Zero, apparently they were not viewed as
disappointing failure by its creators. Otherwise it would be di fficu It to explain the fact that New York
Times reporter David Sanger was able to find maybe five to ten high -ranking government officials who
were eager to boast about the top secret operation and highlight its cleverness. It looked just a little bit
too much like eagerly taking credit for it , contradicting the idea of a mission gone wrong badly.

Positive impact was seen elsewhere. Long before the comingout but after Operation Olympic Games

was launched, the US government started investing big timein off ensive cyber warfare and th

e

formation of US Cyber Command.The fact is that any consequences of Stuxnet can less be seen in

lranZ~ A3 J« A2 X« 3tharNn il¥ary Stratégy .Stuenét will not be remembered as a

significant blow against the Iranian nuclear program. It will be remembered as the opening act of cyber

warfare, especially when viewed in the context of the Duqu and Flame malware which is outside the

scope of this paper. Offe nsive cyber warfare activities have become a higher priority for the US

Z- X3« X«® ©°] J« TXJIHK «z ,&hdraybe forabeod reasonAiemasy 3 °3 - z3 J2
significant effects caused by Stuxnet cannot be sen in Natanz but in Washington DC, Arlington, and

Fort Meade.

Only the future cantell how cyber weapons will impact international conflict, and maybe even crime
and terrorism. That future is burdened by an irony: Stuxnet started as nuclear counter-proliferation and

ended up to open the door to pro liferation that is much more difficult to control: The proliferati
cyber weapon technology.

on of
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Legend has it that inthe summer of 2010, ? © AE« X° 2z X~ NJ° XT Z adfware bugthatJ « E T AX
came with a version update, and that the roughly 100,000 Stuxnet-infected computer systems

worldwide became infected because the malwarenow self-propagated via the Internet much like a

conventional worm. According to the story, Patient Zero was a mobile computer that a control system

engineer at Natanz plugged to an infected controller, the laptop got infected and set the malware free

when later connected to the Internet.

While that is a good story, it cannot be true.  « «ZXN° XT N-«°3-KKX3 N-«°J « -
no dropper component whatsoever, making the alleged jump from controller to computer technically
impossible.

BK °3-°JzJ° -« 3 - A° inwotlced with tHe ToACESspeed aftack) @ré carefallX 2 3
crafted, with the problem to be solved apparently being that physical contact to a trusted carrier had
been lost. But propagation can only occur between computers that are attached to the same logical
network or that exchang e files via USB sticks.The propagation routines never make an attempt to
spread to random targets for example by generating random IP addresses. Everything happens within
the confined boundaries of a trusted network. However, these days such atrustedenv 3 - « 2 X« ©° T« Z0°
necessarilylocal anymore. Contractors working at Natanz work for other clients as well, and they will
have carried their Stuxnet-infected laptop computers to those clients and connected them to their
(maybeevenairz J° ° XT8 z2HK-NIKZ «XXCZZ! 7V E; JNINMRNheB « X KJ «°
contractors besidesthe one that employs Patient Zero, who also connect their mobile computers to
thenow- « ZXN° XT zK-NJIJKZ «X° QalWate ¥arthar| At Sode ligk inghg chisid, 3 3 E  ° | X
infected contractors and/or asset owners will use remote access via VPN, allowing the virus to travel
over continents. All of a sudden, Stuxnet made its way around the globe, but not because of the
Internet, but because trusted network connections are tunneled through the Internet these days ,
extending to shared folder access, howeverill-advised that may be from a security perspective.

Given the fact that Stuxnet reported IP addresses and hostnames of infected systemsback to its
command-and-control servers, along with basic configuration data, it appearsthat the attackers were
clearly anticipating (and accepting) a spread to horcombatant systems, and quite eager to monitor it
closely Bwhich would eventually also deliver information on contractors working at Natanz, on their
other clients, and maybe even about clandestine nuclear facilities in Iran

Did the Attackers Have the Capability to Stop the Campaign?

Speculations aboutthe J © © J N! X3~ Z N- «~ TX3 J°onlytogetdverrulédbya ©° | X NJ2a°
presidential decision to keep going miss a critical point: The attackers simply lacked thetechnical

capability to call the attack off .

For infected engineering systems (the computers that are used to configure the industrial controllers),

with or without the ability to connect to the CC se rvers, there is no logic implemented in the malware

which could actively disable the malicious code on infected controllers. This could only have been

achieved by forcing exhaustive controller re -configuration with legitimate code only , but that was out

of the reach for the attackers D short of a friendly phone call to Natanz or Tehran, telling control

system engineers to do just that. All one would have needed to do is make sure that the computers

usedforre-N- « Z z A3 J° -« CX3X NKXJ«W C| NJvirissofiwaiebut X EX« JZZ-
could be done simply by checking for the presence of a malcious file (s7otbxsx.dll) by a simple

filename search, using nothing but software tools (Explorer) available as part of the operating system.

To Kill a Centrifuge -18 - www.langner.com





























































